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Malware Classification 

Virus - Malicious program code 
inserted into other executable 
code that can self-replicate and 
spread from computer to 
computer 

Worm - Destructive programs that 
may destroy data or utilize 
tremendous computer and 
communication resources but do 
not replicate like virus 
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Malware Classification 

Botnet - Allows attacker to 
control the victim, and send 
instructions from a single 
command-and-control server 

Info Stealer - Collects information 
from a victim’s computer and 
usually sends it to the attacker 
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Malware �
 

Trojan Horse - Disguises as a 
normal file or program to trick 
users into downloading and 
installing it, and allow attacker to 
remote access to the victim 

Rootkit - Replace the health 
operating system programs with a 
similar one with additional 
function to conceal the existence 
of malware 
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Malware Classification 

Scareware - Pretends an antivirus 
program and informs users of 
malware infection 

Ransomware - Encrypts files or 
locks down the system, requests 
the user to pay the malware 
creator to remove the restrictions 
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Sample Scareware 
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Fake Security Software 
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Ransomware 
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Infection Methods 

u Induce user to open the 

attachment and install the 

malware on phishing emails 

u Entice users to click the hyperlink 

on a phishing email to visit an 

infected Website (e.g. free cloud 

download website), and install 

malware on personal computer 

with user intervention 
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Which Button to Click … 
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Follow the instructions … 
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Common Symptom of Infection � 

Slow computer or web Problems connecting to 
Increased CPU usage 

browser speeds networks 

Appearance of strange 
Freezing or crashing Modified or deleted files files, programs, or 

desktop icons 

Antivirus / firewall Emails/messages being 
Strange computer 

turning off, or sent automatically 
behavior 

reconfiguring themselves without user’s knowledge 
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Live Demonstrations 
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Malware Prevention Tips 

u DO NOT open unverified emails or clicking links embedded in the emails, or 

open the attachments, unless you have verified its source and you are 

expecting them 

u DO NOT execute software that is downloaded from Internet unless it has been 

explicitly scanned for viruses by yourself.  Ransomware and other malware 

usually via email or software download from the Internet 

u Disable the loading of macros in Microsoft Office programs 
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Malware Prevention Tips 

u Perform at least weekly backup of your work files using the 3-2-1 rule: create 

3 backup copies on 2 different media with 1 backup stored in a different 

location 

u Disable the share folders from your computer when not needed. If file sharing 

is required, setup appropriate access permissions and password control to 

restrict the folder's access, and share it to specific and limited number of 

user(s) or group(s) 

18 



More Technical Tips 

u Enable file history or system protection on Windows Operating Systems. In 

Windows 10 or Windows 8.1 devices, setup a drive to enable the file history 

function 

u See https://support.microsoft.com/en-au/help/17128/windows-8-file-history 

u Enable the Software Restriction Policy on Windows Active Directory to 

whitelist the execution of software from specific folders (e.g. C:\Windows, 

C:\Program Files (x86), C:\Program Files, etc.), and therefore executable 

software in other folders (e.g. Temporary Internet Files or %Temp%) cannot be 

executed.  

u See https://technet.microsoft.com/en-us/library/ 

hh994606(v=ws.11).aspx#BKMK_Open_SRP �
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File History Function 
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Software Restriction Policy 
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Responding to Malware Infection 

u Keep clam and DO NOT pay the ransom 

u Disconnect all external storage devices, unplug network cable on the 

computer or disconnect the Wi-Fi connection, as appropriate 

u Obtain and execute multiple malware removal tools from trusted websites 

u Microsoft Malicious Software Removal Tool 

u Trend Micro ATTK 

u ESET Rogue Applications Remover … 
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Responding to Malware Infection 

u If File History on in Windows 10 and Windows 8.1 devices or System Protection 

in Windows 7 and Windows Vista is previously enabled, recover the infected 

files by restoring its previous version 

u If backup copy of the infected files is available, delete the infected files and 

restore the original files from backup 
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The End … 
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